JMIR PUBLIC HEALTH AND SURVEILLANCE Ipetd

Original Paper

A Smart Card-Based Electronic School Absenteeism System for
Influenza-Like lliness Surveillance in Hong Kong: Design,
Implementation, and Feasibility Assessment

DenniskKM Ip, MBBS, MPhil; EricHY Lau, PhD; Hau Chi So, MNurs; Jingyi Xiao, MPH; Chi Kin Lam, M Sc; Vicky
JFang, MPhil; Yat Hung Tam, MBChB, MPH; Gabriel M Leung, MD, MPH; Benjamin J Cowling, PhD

WHO Caollaborating Centrefor Infectious Disease Epidemiology and Control, School of Public Health, Li KaShing Faculty of Medicine, The University
of Hong Kong, Hong Kong, China (Hong Kong)

Corresponding Author:

DennisKM Ip, MBBS, MPhil

WHO Caollaborating Centre for Infectious Disease Epidemiology and Control
School of Public Health, Li Ka Shing Faculty of Medicine
The University of Hong Kong

1/F, Patrick Manson Building (North Wing)

7 Sassoon Road

Hong Kong,

China (Hong Kong)

Phone: 852 39176712

Fax: 852 35201945

Email: dkmip@hku.hk

Abstract

Background: School-aged children have the highest incidence of respiratory virus infections each year, and transmission of
respiratory viruses such asinfluenzavirus can be amajor concern in school settings. School absenteeism data have been employed
as a component of influenza surveillance systems in some locations. Data timeliness and system acceptance remain as key
determinants affecting the usefulness of a prospective surveillance system.

Objective: The aim of this study was to assess the feasibility of implementing an electronic school absenteeism surveillance
system using smart card—based technology for influenza-like iliness (IL1) surveillance among a representative network of local
primary and secondary schoolsin Hong Kong.

Methods: We designed and implemented a surveillance system according to the Protocol for a Standardized information
infrastructure for Pandemic and Emerging infectious disease Response (PROSPER). We employed an existing smart card—based
education and school administration platform for data capture, customized the user interface, and used additional back end systems
built for other downstream surveillance steps. We invited local schools to participate and collected absenteeism data by the
implemented system. We compared temporal trend of the absenteeism data with data from existing community sentinel and
laboratory surveillance data

Results: We designed and implemented an ILI surveillance system utilizing smart card—based attendance tracking approach
for data capture. Weimplemented the surveillance systemin atotal of 107 schools (including 66 primary schools and 41 secondary
schoals), covering atotal of 75,052 children. The system successfully captured information on absences for 2 consecutive academic
years (2012-2013 and 2013-2014). The absenteeism data we collected from the system reflected ILI activity in the community,
with an upsurge in disease activity detected up to 1 to 2 weeks preceding other existing surveillance systems.

Conclusions: We designed and implemented a novel smart card technology—based school absenteeism surveillance system.
Our study demonstrated the feasibility of building alarge-scale surveillance system riding on aroutinely adopted data collection
approach and the use of simple system enhancement to minimize workload implication and enhance system acceptability. Data
from this system have potential value in supplementing existing sentinel influenza surveillance for situational awareness of
influenza activity in the community.

(JMIR Public Health Surveill 2017;3(4):e67) doi: 10.2196/publichealth.6810
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Introduction

Methods

School asaHigh-Risk Setting for Disease Transmission

Transmission of respiratory virusinfections, including influenza
virus infections, has always been a major concern in schools
because of poorer personal hygiene practices, more frequent
person-to-person close contacts, and relatively lower preexisting
immunity among young children [1,2]. Besides associated
morbidity and mortality, respiratory virus infections can also
result in disruption to learning because of sickness absence[3]
or school closure[4]. Outbreaks of influenzarlikeillnesses (IL1s)
in schools often precede and may lead to further community
epidemics, with transmission through family members[5].

Surveillance of School Absenteeism

School absenteeism is now increasingly being employed as a
source of syndromic data for influenza surveillance to inform
epidemic and pandemic preparedness in different locations
[6-8]. Whereas previous studies generally suggested that school
absenteeism data is useful for reflecting community influenza
activity [9-11] and detecting outbreaks[12,13], data timeliness
and system acceptance remain as key determinants affecting
their usefulness for prospectively informing relevant public
health actions and reducing disease transmission [14,15].

Useof Smart Card Technology for Disease Surveillance

Although verba roll call with paper-based records till
represents the predominant approach for attendance taking in
most schools all over the world, a number of newer electronic
means of attendance tracking, including the use of smart card
technol ogy, have also emerged in the market. A smart card (also
called chip card or integrated circuit card) is a pocket-sized
plastic card embedded with integrated circuits, allowing for
individual identification, security authentication, data storage,
and application processing in a wide variety of settings,
including banking, retail business, bill payment, transportation,
custom control, and educational settings [16]. In recent years,
smart card technology—based systems are increasingly being
adopted for various administration purposesin all levelsof local
educational institutions. In this respect, the situation in Hong
Kong offers an unprecedented opportunity for ng whether
these automated data collection approaches in a school setting
may offer the potential to contributeto moretimely and efficient
disease surveillance. In apreviouspilot study, we demonstrated
the feasibility of employing smart card—based technology to
capture school absenteeism datafor surveillance purposes[17].
Here, we report further details on the implementation and
feasibility of building a comprehensive system for prospective
ILI surveillance among arepresentative network of local primary
and secondary schools in Hong Kong. On the basis of smart
card technol ogy, the system was being utilized to track absence
from school, supplemented with additional back end systems
for the automation of all subsequent steps required in the
surveillance process, including a process to capture the reasons
for absence.

http://publichealth.jmir.org/2017/4/e67/

Scientific M ethodological Approach

We designed and implemented our surveillance system
according to the standardized information infrastructure aslaid
out in the Protocol for a Standardized information infrastructure
for Pandemic and Emerging infectious disease Response
(PROSPER), with a view to better inform the three specific
functionsin relation to supporting influenza pandemic responses,
namely capacity and needs analysis (CNA), response design
modeling (RDM), and outcome and impact assessment (OIA)
functions[18].

Study Setting

Currently, IL1 surveillancein Hong Kong is administered under
the Centre for Health Protection (CHP) of the Department of
Health. The CHP prospectively monitors a number of data
streams from different networks of surveillance partners
covering different population subsectors. Sentinel doctors
networksincluded some 50 general practitioners (GPs) in private
practice, 65 general outpatient clinics, and sentinel Chinese
medicine practitioners in selected clinics, each reporting the
proportions of patient consultations having ILI (a body
temperature of 38.0°C plus cough or sore throat) on a weekly
basis. Other additional systemsincluded child care centers and
kindergartens reporting children suffering from fever or cough
and residential care homes for the elderly reporting inmates
having fever [19]. For primary and secondary schoolsin Hong
Kong, however, a mechanism does not exist for the prospective
monitoring of ILIs besides the passive reporting of any
confirmed or suspected outbreaks. After the severe acute
respiratory syndrome epidemic, most schools in Hong Kong
have required parents to monitor body temperature of their
children every day and to abstain from sending them to school
when having a fever, making absenteeism a suitable proxy for
disease surveillance[20]. Many schoolsin Hong Kong now use
smart cards rather than verbal roll call to track attendance at
school because of convenience and efficiency.

Design and I mplementation of the Surveillance System

In this study, we collaborated with BroadL earning Education
(Asia) Limited, the commercial developer of a Web-based
education and school administration platform (eClass) and
employed its smart card—based attendance tracking functionality
(eAttendance) for frontline data capturing. The eClass is an
integrated platform for learning, administration, and
communication, and eAttendance is a module that alows
automatic generation of attendance report for internal use, as
well asinaformat ready for submission to the Education Bureau
in Hong Kong. In apilot study run from 2008 to 2011, captured
data were sent to us from 20 schools by email on adaily basis.
Inthis study, we used the same approach for frontend automatic
data capture, with additional back end components developed,
using scriptsin the Linux Web server, to automate all subsequent
steps in the survelllance process, including data transfer,
cleaning, aggregation, analysis, and feedback intelligence report
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generation. The origina user interface of the school
administration system was customized with additional specific
features aiming to improve data specificity and completeness
and to minimize the time and workload involved in data
submission. This study was approved by theinstitutional review
board of the University of Hong Kong (HKU)/Hospital
Authority Hong Kong West Cluster.

Recruitment of Schools

We extended our initial invitation to all local schools using the
eAttendance system, targeting to recruit around 10.00% of local
schools to participate in the surveillance system. Interested
schools were visited by our research team to provide further
explanation on study details and logistical arrangement. In
consenting schools, we updated their eClass system as described
in the following sections.

Data Collection

After implementing the system, absenteeism data were
prospectively collected daily from al participating schools for

Figure 1. System architecture of the smart card-based school absenteeism
Kong, PHP: Hypertext Preprocessor, MySQL : structured query language.

Participating
school

Submit aggregated record
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2 academic years using the system. We obtained data on
community sentinel IL1 surveillance from the CHP website and
laboratory surveillance datafrom aregional tertiary hospital in
Hong Kong (Queen Mary Hospital) as reference data and
compared their temporal pattern with that of the absenteeism
data We also obtained feedback from participating schools
regarding their experience of using the system by a short
questionnaire at the end of the study.

Results

Technical Details of the Implemented Surveillance
System

All system design and information technol ogy implementation
workswere completed by May 2012. Figure 1 showsthe overall
system and data flow architecture of the school absenteeism
surveillance system.
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Data Capture

Attendance data in participating schools were automatically
registered when students swiped their smart student identity
card on the card reader on entering their school (Figure 2).
Absenteeism was defined as a full day absence where the
swiping of asmart card was never registered during the whole
school day. Partial days of absenteeism, such as lateness to
school with late card swiping or early departure, were not
counted. On a daily basis, a list of absent students would be
displayed automatically on the user interface of the system in

Ipetd

each school for easy checking. In some participating schools,
the specific causes of absence werethen individually ascertained
by telephone call and manually recorded into the systemin free
text format by designated school staff. In our updated
surveillance system, a simple drop-down menu was added to
the user interface (Figure 3) to allow for easy and standardized
reporting of common causes of absence, such as ILI;
gastroenteritis, hand, foot and mouth disease; acute
conjunctivitis; other illnesses with specification; or
non-sickness-rel ated absence, to facilitate the capturing of these
more specific data.

Figure 2. Example student identity card (anonymized) and smart card reader.
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Figure 3. Screenshots of the user interface on the eClass eAttendance module, showing the steps for easy and standardised reporting of specific cause
of absence using the drop-down menu (step 2) and for automatic submission of aggregated surveillance datain a standardised format by the Save button
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Figure4. A sampleof the daily data submission filesin astandard comma separated values (CSV) datafile format, containing the number of absentees
(all-cause and cause-specific) and total number of enrolled students in each form of the school.
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Data Submission

During the initial pilot study (2008-2010), anonymized and
aggregated datafrom participating school swere sent to an email
account of our team, which was then manually downloaded
from the email account and uploaded to the HKU Web server
viaSecure Shell. Inthissurveillance system, asimple Saveicon
was added to the user interface of the school system to facilitate
automatic and efficient data submission on a daily basis with
minimal workload implication to school (Figure 3). On clicking
this icon by the school staff in each participating schooal,
anonymized and aggregated daily absenteeism data would be
automatically extracted from the school’s system and sent
directly to our central surveillance server viahypertext transfer
protocol secure performed via the secure socket layer (SSL)
connectionswith 2048-bit key. Daily datasubmission fileswere
in a standard comma separated values data file format,
containing the number of absentees (all-cause and I L I-specific)
and total number of enrolled students in the school (Figure 4).

Data Flow Architecture and Privacy

For the back end el ectronic system we constructed for automatic
datahandling, there are three layersin the dataflow architecture,
namely (1) Internet, (2) internal network, and (3) restricted
network (Figure 1). Internal network and restricted network are
protected behind both the external firewall and internal firewall,
where both are hosted by HKU. On the Internet, BroadL earning
(BL) eClass server collects submitted aggregated school
absenteeism records from the participating schools, which were
immediately transferred to our server. The BL server and the
HKU workstation arethe only 2 computerswith access allowed
by the externa firewall and the HKU Web server, with access
from any other sources being denied for maximal data security.
All transactions on the database server are logged in a separate
table in the same database. All access activities on both the
HKU Web server and the database server arelogged in two sets
of filesin different folders with World Wide Web Consortium,
or W3C, common log format.

http://publichealth.jmir.org/2017/4/e67/

Data Cleaning and Aggregation

After receiving the updated records, we set up automatic
processes on our HKU database server for prespecified data
processing, cleaning, and aggregation stepsto generate the data
for further analysis. Automatic data validation steps include
checking the school identity, school name, the date of cases,
the number of cases, and the number of students on that date.
Valid records are transferred in another SSL and inserted into
the database on the HKU database server. Invalid records are
stored in the HKU Web server folder for further manual checks
by the HKU staff.

Data Analysis

“All-cause absenteeism” was defined as any episode of absence
from school for any reasons. “ILI-specific absenteeism” was
defined as any episode of absence from school that was |abeled
asdueto either ILI, influenzaor upper respiratory tract infection
by adoctor or a parent, or when any symptom, including fever
or cough or sputum, was mentioned as a cause of the absence
if no such diagnostic label was available. Daily numbers of
all-cause and ILI-specific absentees were correspondingly
aggregated into a weekly count for the whole territory. The
weekly absenteeism rate was then calculated by dividing the
aggregated weekly absence counts by the total number of
enrolled studentsin all participating schools. Thiswas donefor
both all-cause and ILI-specific absenteeism. Two streams of
reference data, including the proportion of ILI consultations
among general outpatient attendancein the existing sentinel GP
surveillance network [19], and positive influenza detection rate
from hospital laboratory samples were used for comparison.
Timeliness of influenza peak comparison was performed by
comparing the weeks when the test data and reference data
streams showed the highest activities. Cross-correlation
coefficient (CCC) analyses using Pearson product-moment
correlation were aso done to assess the maximal correlation
between different time lags of the corresponding test and
reference data. All datareceived were anonymized for analysis.

JMIR Public Health Surveill 2017 | vol. 3 |iss. 4| e67 | p. 5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR PUBLIC HEALTH AND SURVEILLANCE

Ipetal

Figure5. Distribution of participating schools and population density (population/ km2) of the 18 districtsin Hong Kong.
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Feedback of Surveillance Intelligence

Two automated processes were developed for the feedback of
intelligence from this surveillance system to participating
schoolsand the wider community. A regular surveillancereport
was disseminated to all participating schools in an electronic
format, which consisted of an updated absenteeism trend in the
community and for each participating school, together with an
interpretation of the overall influenza disease activity in the
community and additional value-added health advice based on
the current disease activity. We aso included the data stream
in a surveillance dashboard that we previously developed for
dissemination of surveillance intelligence to the community
[21].

Feasibility of Routine Surveillance

We successfully recruited atotal of 107 schools (including 66
primary schoolsand 41 secondary schools) from all 18 districts
in Hong Kong to participate in the project (Figure 5), with a
total of 75,052 enrolled students, covering 9.83% (107/1088)
of schools, 11.6% (66/569) of primary schools and 7.9%
(41/519) of secondary schools, and 10.19% (75,052/736,229)
of the student population in Hong Kong. All participating
schools received a system update of their eClass system, with
atraining session offered to responsible staffs for operating the
updated system interface. Besides data submission using the
updated system interface as detailed above, no additional
workload was imposed on school staffs. A telephone hotline
was al so maintained by our staff to answer any queriesand offer
technical assistance that may be needed. With the newly
developed system, daily absenteeism datafrom all participating
schools were collected for 2 academic years from September
2012 to June 2014; each academic year startsin September and
finishesin June of the subsequent year in Hong Kong, covering
atotal of four seasonal influenza epidemicslocally (two winter

http://publichealth.jmir.org/2017/4/e67/

and two summer epidemics). In general, the system took around
3 to 4 working days from data capturing to information
dissemination. The longest time lag was the lag of 2 to 3 days
between data submission and completion of data analysis,
mainly to wait for data from all schools to be submitted.
Reporting of all-cause absenteeism data was complete (100%)
by al 107 participating schools reported. The number of schools
reporting IL1-specific absenteeism data using the drop-down
menu was initially only 13 (12.1%, 13/107) when they were
first recruited, which increased to 38 (35.5%, 38/107) by the
end of the project.

Among al 75,052 students in 107 schools, there were a mean
all-cause weekly absencerate of 2.5% (ranging from 0%-6.4%)
and mean | LI-related daily absence rate of 0.7% (ranging from
0%-1.6%) over the study period. Figure 6 shows the temporal
patterns of all-cause and ILI-specific school absenteeism rates
in relation to two other sources of surveillance data, including
the proportion of ILI patients among general outpatient
consultations in the existing sentinel GP surveillance network
[19] and positiveinfluenza detection rate from hospital samples.
Generally, therate of school absenteeism varied over the course
of 2 years, with four periods of elevated absence over the study
period that corresponded well with seasonal influenza activity
as reflected by the laboratory detection data. Compared with
data from the sentinel GP network, the rise, peak, and fall of
influenza epidemic activities were much better delineated by
the tempora trends reflected by either the al-cause or
ILI-specific absenteeism rate. Two of the four epidemic peaks
matched exactly temporally with the GP data. The remaining
two peaks (early 2013 and early 2014), shown by the
school-based surveillance, occurred 1 to 2 weeks before the
peaks shown by the GP data. Result of cross-correlation analysis
reveal ed that the maximum correlation occurred with a 3-week
lag with the test data preceding the reference data, both between

JMIR Public Health Surveill 2017 | vol. 3 |iss. 4| e67 | p. 6
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR PUBLIC HEALTH AND SURVEILLANCE

the ILI-specific absenteeism and laboratory data (Max
CCC=.434 at lag=3) and between the IL| specific absenteeism
and the GP data (Max CCC=.311 at lag=3). These observations
agreed with our previous finding from the pilot study that
epidemic peaks demonstrated by the school-based surveillance
system can precede those shown by the sentinel GP network by
1to 3weeks[17].

Ipetal

Feedback from participating schools suggested that the
surveillance system was generally well accepted, with 47/72
schools responding to our survey performed when the system
had been running for 2 years. We found that 81% of schools
agreed that the upgraded system was simple and easy to operate,
and 64% of schools responded that data from the system were
useful in enhancing their understanding of ILI activity in their
schools.

Figure 6. All-cause (thick line) and influenza-like illness (IL1)-specific absenteeism rate (thin line) of students from participating local schools (top),
positive influenza isolation rate from Queen Mary Hospital, Hong Kong (middle), and ILI consultation rate of the sentinel general practitioner (GP)

network (bottom), 2012-2014.
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Discussion

Principal Findings
We have reported the implementation of a comprehensive ILI

surveillance system in schools to fill an existing surveillance
gap in Hong Kong. Our study demonstrated the feasibility of

http://publichealth.jmir.org/2017/4/e67/
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using smart card-based technology for tracking attendance data,
with the automation of subsequent steps by additional back end
systems, for infectious disease surveillance in primary and
secondary schools settings. As far as we are aware, thisis the
first prospective ILI surveillance system among schoolsin Hong
Kong and the first disease surveillance system utilizing smart
card technology intheworld. Our system isdesigned to support
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the various functions of an information infrastructure needed
to support pandemic response as detailed in the PROSPER
protocol. The continuous baseline surveillance data collected
in astable and standardized manner in interpandemic times can
help to inform the CNA and RDM functions. The
customizability of the system helps to calibrate detection
algorithmsin the CNA function with regard to the new pathogen
and epidemic. Datafrom the system also allows OI A for school
closure and other relevant public health interventions targeted
to reduce disease transmission in the school setting [18].

Although absenteeism surveillance in schools is a component
of influenza surveillance and pandemic preparedness plan of
many countries, this is generaly neither the primary
responsibility nor of ahigh priority for frontline teachersfacing
many competing educational and administrative duties in the
school setting. For any surveillance system to be sustainable,
additional workload for system operation needsto be minimized
to enhance its acceptability and stability. Different Web-based
approaches to facilitate data reporting were tried in previous
disease surveillance studies, including a short-term system built
for specia events [22] and an adjunct system during the 2009
evolving pandemic [11]. Workload minimization, however, was
not always achievablein practice, especially when an unfamiliar
approach was being introduced in anew system. A recent school
absenteei sm surveillance system empl oying mobile devicesand
Web-based platforms for data reporting had poor acceptability
and sustainability as a result of the extra workload required
outside the normal daily routine of teachers[15]. Later attempts
to usefingerprint scanning for automati ¢ attendance data capture
were also not successful as a result of the technical difficulty
for a significant number of students to be accurately scanned
by the system [15].

Comparing with other electronic approaches, smart card-based
technology represents a simple and more reliable approach for
automatic data capture. Its capabilitiesfor automatic data capture
and immediate compilation for downstream uses offer an
advantage of improved data timeliness, making it an ideal
approach to inform real -time disease surveillance with minimal
additional workload implication for its ongoing collection. By
riding on an existing electronic school administration system
routinely in use at schools and already familiar to the frontline
user, our system avoided potentia problems with acceptability
and helped to minimize additional workload required for data
collection and system operation.

Our design approach may serve as an example to demonstrate
how starting from an existing platform with some very simple
system customization may help to facilitate theimplementation
and improve the functioning of a surveillance system. The
addition of adrop-down menu is aimed to reduce the workload
for the reporting of disease-specific information. Thismay have
contributed to improve acceptability of the procedure as
demonstrated by the increasing number of schools willing to
collect and report such data over the course of the study. The
standardized reporting of disease-specific absenteeism data is
aimed to improve specificity of the system and offered a

http://publichealth.jmir.org/2017/4/e67/

Ipetal

theoretical potential for the system to adapt for surveillance of
other infectious diseases of outbreak potentia in the school
setting. Although we currently analyzed our data in weekly
aggregation as all other existing local ILI surveillance systems
to facilitate comparison, data from our system may allow for
daily analysis when a more frequent surveillance is deemed
necessary during an emerging epidemic.

Limitations

Our system has anumber of limitations. First, validity of school
absenteeism data in reflecting influenza activity is contingent
on the compliance of students refraining from going to schools
when being sick. However, we cannot ascertain the degree of
nonadherence of schoolsand studentsto this policy, which may
underminethe performance of this system. Thismay also affect
the generalizability of the results to places where illness
absenteeism practice are different because of local cultural or
socioeconomic factors. Second, the ascertainment of the cause
of absence still has to be done though a manual process. As a
result of the additional workload implication, cause-specific
absence datawere only captured by a portion of schoolsin our
system. This could be mitigated in future by enhancing the
system to collect information from parents, for example, by
sending an email or SM Stext messaging (short service message,
SMS) to parents to notify them of their child's absence and
requesting them to provide a reason, with options such as ILI
given. Third, data collection is only feasible on normal school
days, and data gaps are present during school breaks and
holidays (Figure 6), which limited the possibility for continuous
surveillance during those periods.

Conclusions

In conclusion, we have demonstrated the feasibility of building
and implementing a large-scale surveillance system by
employing aroutinely adopted smart card-based approach for
automatic data capture in schools, supplemented by simple
automation of later steps required for prospective surveillance.
The absenteeism data we collected from the system reflected
ILI activity in the community and we were able to detect an
upsurge in its disease activity in a more timely manner than
other existing surveillance data. Aswe previously demonstrated
that the alerting of the onset of an epidemic can be greatly
enhanced in terms of sensitivity and timelinessby the monitoring
of multistream surveillance data [23], our absenteeism data is
potentially useful for supplementing existing systemsin Hong
Kong for monitoring the trend of influenza disease activity in
the community. With the increasing popularity of smart
card—based electronic health record systemsin different health
care utilization settings [24,25], it offers an unprecedented
potential for novel surveillance and risk monitoring systemsto
be developed based on this technology [26]. Our experience
would be referential for other countries and cities facing a
similar problem and in need of improving their existing
surveillance systems, particularly in showing how this can be
achieved by suitably and creatively adapting to an existing
system.
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