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Abstract

Background: Data anonymization and sharing have become popular topics for individuals, organizations, and countries
worldwide. Open-access sharing of anonymized data containing sensitive information about individuals makes the most sense
whenever the utility of the data can be preserved and the risk of disclosure can be kept below acceptable levels. In this case,
researchers can use the data without access restrictions and limitations.

Objective: This study aimed to highlight the requirements and possible solutions for sharing health surveillance event history
data. The challenges lie in the anonymization of multiple event dates and time-varying variables.

Methods: A sequential approach that adds noise to event datesis proposed. This approach maintainsthe event order and preserves
the average time between events. In addition, anosy neighbor distance-based matching approach to estimate the risk is proposed.
Regarding the key variables that change over time, such as educational level or occupation, we make 2 proposals. one based on
limiting the intermediate statuses of the individual and the other to achieve k-anonymity in subsets of the data. The proposed
approaches were applied to the Karonga health and demographic surveillance system (HDSS) core residency data set, which
contains longitudinal datafrom 1995 to the end of 2016 and includes 280,381 events with time-varying socioeconomic variables
and demographic information.

Results: An anonymized version of the event history data, including longitudinal information on individuals over time, with
high data utility, was created.

Conclusions: The proposed anonymization of event history data comprising static and time-varying variables applied to HDSS
data led to acceptable disclosure risk, preserved utility, and being sharable as public use data. It was found that high utility was
achieved, even with the highest level of noise added to the core event dates. The details are important to ensure consistency or
credibility. Importantly, the sequential noise addition approach presented in this study does not only maintain the event order
recorded in the original data but also maintains the time between events. We proposed an approach that preserves the data utility
well but limitsthe number of response categoriesfor the time-varying variables. Furthermore, using distance-based neighborhood
matching, we simulated an attack under a nosy neighbor situation and by using a worst-case scenario where attackers have full
information on the original data. We showed that the disclosure risk is very low, even when assuming that the attacker’s database
and information are optimal. The HDSS and medical science research communitiesin low- and middle-income country settings
will bethe primary beneficiaries of the results and methods presented in this paper; however, the resultswill be useful for anyone
working on anonymizing longitudinal event history data with time-varying variables for the purposes of sharing.
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Introduction

Background

Although health research data sharing has many benefits and
great value [1,2], one of the main concerns is maintaining the
privacy of study participants. Therationalefor both data sharing
and privacy iswidely recognized. Inthefield of medical science
research, theissue of privacy iscentral to good ethical practice.
Anonymization of data provides an opportunity to mitigate this
tension between sharing dataand preserving the privacy of those
whose data are shared. However, it is often unclear how data
can be shared without unduly compromising the privacy of the
individualsincluded in a data set.

A fundamental issue with persona data disclosure is whether
an attacker can learn anything about an individual if the data or
analysis results are provided or predictions are made. On the
one hand, one can ask whether an attacker can successfully
match individuals with the data at their disposal. In addition,
are attackers' efforts (and related costs) higher than the benefits
of disclosing information? On the other hand, the needs of the
users of data are of high utility, allowing for high-quality
analysis. Data providers are interested in providing such
information without disclosing the identities of the individuals
in the data.

Similar to al other areas of health research, longitudinal
population studiesin low- and middle-income countries (LMIC),
such as health and demographic surveillance system (HDSS)
[3], face the challenge of finding the right balance between data
sharing and privacy protection.

The HDSS must take aposition that allowsthe sharing required
by research funders and journa publishers [2,4] while
minimizing therisk of compromising the privacy of individuals
who make their data available for research.

However, the important issue of health data privacy has not
been adequately explored in LMIC in general and HDSSs in
particular. HDSSs currently share data in most cases without
anonymizing them beyond masking direct identifiers[5]. There
is a possibility that attackers may use indirect identifiers such
aseducation level, sex, and age—in caseswherethese are shared
[6]—to identify participants and, consequently, their health
status, which they did not intend to share beyond the boundaries
of the research in which they participated. The extent of such
risks has not been fully explored in the HDSS data sets, and
consequently, no measures have been taken to mitigate these
risks; that is, to the best of our knowledge, this has not been
addressed in the literature on hedlth, statistics, and privacy.

Notethat for some sel ected data setsand general anonymization
problems, the World Bank Group, PARIS21 and Organization
for Economic Cooperation and Development, and the
International Household Survey Network supported the
development of the anonymization software sdcMicro [7], and
they all recommend it [8]. sdcMicro is actively used in many
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organizations, ranging from statistical offices[9] and social and
political science[10] to the United Nations High Commissioner
for Refugees[11] and health [12-14]. However, thereis a need
to justify the use of this software for the specific needs arising
from longitudinal population health datain LMIC.

Longitudinal datainclude records of different attributes of the
same participants observed and measured at multiple pointsin
time. Existing theories and software are suitable only for
anonymizing and assessing the disclosurerisk of cross-sectional
data. An extension of this theory is needed to quantify and
control the disclosure risk for longitudinal data.

Karonga HDSS

An HDSS s acombination of field and computing procedures
for collecting demographic, health risk, and exposure and
outcome data from a defined population within a defined
geographical areaon alongitudinal basis[3,15]. HDSSs are set
up to monitor open or dynamic population cohorts, building
longitudinal databases of this population over time [15]. A
substantial body of literature has considered various HDSS
aspects, including therationalefor their establishmentin LMIC
[3,15], the definition of core HDSS concepts and processes
[5,16], and the reference data model [17] among many others.
The data set used for illustration is from an HDSS in Malawi,
the Karonga HDSS. This HDSS has been described in detall
elsewhere [18]. Briefly, its surveillance site isin northern rural
Malawi and has been in operation from itsinitial censusin 2002
to 2004. The Karonga HDSS contains longitudinally linked
health data from the study population.

The KarongaHDSS s part of a collaborative research program
under the Malawi Epidemiology and Intervention Research Unit
[19].

HDSS Core Residency Data

The generic data set structure on which we based this data
anonymization requirements analysis is in the core residency
dataformat. This standard data set iswidely used in HDSS for
data sharing and analysis[19]. An extended version of thisdata
set is comprehensive enough to cover the considerations that
need to be made in anonymizing HDSS event history data. This
data set essentially comprises the core HDSS events for each
individual under surveillance and attributes relating to the
individual and to the core events. The events occur in a
particular order that defines entry or exit from the study
population. The first event for any individual is one of the
following: a baseline census enumeration, a birth, or an
in-migration. The last event is one of the following: an
out-migration, a death, or the end of observation (censoring).
The intervening events observed for any individual need to be
logical; for example, an individual born within the surveillance
areacannot have in-migration asthe next event. The core events
change theresidency status of anindividual and, thus, the name
of the data set, core residency data[20].
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Thebasic form of the coreresidency dataincludesthefollowing
variables: an individual identifier, date of birth, sex, core event,
and event date. Thisform containsal the data on the numerators
and person-years of surveillance (exposure) required to calculate
the demographic rates for the HDSS population and perform
event history analyses.

This basic form can be extended to capture other observations
made within the HDSS population. These may include
disaggregation of the migration events by di stingui shing between
migration within the surveillance area (internal) and migration
to or from outside the area (external), as well as the inclusion
of attributes that change over time, such as education level,
occupation, and specific disease status (eg, HIV and
tuberculosis).

To elaborate on the anonymization requirements, we distinguish
between three variable groupings that can go into these HDSS
core residency data:

1 Static variables: These are variables in which the
observations on individuals do not change over time, such
as sex and date of birth.

2. Status(time-varying) variables: Thesearevariablesinwhich
the observations on individuals change over time, such as
occupation or education level.

3. Coreeventsvariables: These are the variablesin which the
observations are specific to the event. The observed event
and the event date fall into this category.

Our approach investigates the regquirements for anonymizing
variables falling into these 3 groups.

Karonga Residency Data

The variables in this data set largely overlap with those found
inthe publicly available Karonga HDSS core residency data set
ontheiSHARE datarepository [21]. The extended version used
in this study has status variables on occupation and education
level, in addition to those found in the Karonga core residency
file.

Thisdata set containsinformation recorded from October 1995
to the end of 2016, comprising 14 variables, 280,381 rows
(events), and 72,935 individuals ever observed sincethe HDSS's
inception.

The main variables of the data set for thiswork are as follows:

« Static variables: sex

«  Status variables. occupation with categories not working,
student, unskilled manual, farmer, fisherman, skilled
manual, nonmanual, small trader or business, unskilled
manual, skilled manual, nonmanual, and professional; and
education with categories none, 1 to 3 years primary, 4 to
7 years primary, primary completed, Junior Certificate of
Education completed, Malawi School Certificate of
Education completed, and tertiary

«  Coreevent variables: event code with dates on the baseline,
date of birth, in-migration, out-migration, and date of death

« Household ID, mother's D, father’s ID, and polygamy 1D
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Objective

To contribute toward filling this gap, we propose a set of
requirementsfor anonymizing the HDSS longitudinal data. Our
proposal customizes and applies traditional methods that work
on the premise of keeping the data quality as high as possible
while dlightly altering the datauntil the disclosurerisk isbelow
a fixed threshold. The main contributions of this study are as
follows:

« We define anonymization requirements peculiar to
longitudinal event history data.

« We propose steps to take to meet these requirements,
including assessing and controlling for disclosure risk for
the static and time-varying variables and core event dates.

+  Weimplement the proposed steps and show the results.

«  We place our proposal within the larger context of data
anonymization approaches, outlining how our method of
choice contrasts with the alternatives within the LMIC
HDSS context.

Methods

In this section, we outline the methods and procedures for
anonymizing HDSS core residency data

Different Conceptsfor Different Needs

Our approach of keeping data quality as high as possible by
modifying data slightly until the disclosure risk is below a
certain threshold does not stand alone but rather is part of a
broader ecosystem of data anonymization methods. We briefly
review this ecosystem and emphasize that the choice of
anonymization approaches depends heavily on the needs of the
user group and the cost of implementing the solution. We briefly
outline 4 important anonymization concepts before discussing
their applicability for sharing HDSS data. They are listed in
ascending order of data analysis potential as follows:
privacy-preserving computation, synthetic data, secure
laboratories, and the approach used in this study (anonymized
individual-level data using methods of statistical disclosure
control [SDC]). With privacy-preserving computation, data
remain on the data owner’s side. This can be extended to a
secure multiparty computation with multiple clients (data
holders). Two popular privacy-preserving computation methods
aredifferential privacy [22] and federated learning with Private
Aggregation of Teacher Ensembles [23]. However, there are
several limitations, as highlighted in the studies by
Domingo-Ferrer et al [24], Francis et al [25], and Bambauer et
al [26]. Furthermore, the user must trust the predictions without
evaluating the model and the data behind the model. Another
way of providing anonymized data is by generating synthetic
data that exhibit the same characteristics as the origina data
[27], usually using machine learning and statistical modeling
methods. Synthetic data typically have very low disclosure but
have also relatively low data utility when the original data
possess complex structures[6]. Synthetic data can also be used
in remote execution environments, whereby registered
researchers work on the synthetic data to develop an analysis
code, and the staff of the data holder finally runs the code on
theoriginal data. Thefina analysisoutput ischecked for privacy
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by laboratory staff as this checking can hardly be fully
automated [28-30].

Difficultiesin Using Alternative Concepts

For HDSS data, using privacy-preserving computation would
mean first setting up a framework to compute privacy and, for
known users (test data), providing a predictive vaue for a
meaningful piece of information (eg, the date of migration or
the health status of a person) based on a machine learning
prediction approach. It is evident that these approaches have
some difficulties in providing good predictions for complex
longitudinal data sets. Privacy-preserving computational
approaches are also not sustainable options for heath and
survival datafor LMIC because of the high cost and the users’
need for detailed data, instead of simply receiving predictions
for sensitive information or working with aggregated data.
Synthetic, close-to-reality data have the potential of being a
viable approach; however, the complexity of longitudinal event
history data from HDSS makes it difficult to model and
represent all relationships and logical conditions adequately.
Remote access to secure laboratories offers the advantage of
working on real data but can only provide access to a small
number of trusted researchers and requires permanent staff to
perform output checks to keep the software on the servers up
to date and the server and access secure.

Methodsfor SDC

For these reasons, methods of SDC are the most suitable. The
core concept of SDC comprisestransforming datain such away
asto reducethe reidentification risks of the persons represented
inthe data. More precisely, theaim of SDCisto reducetherisk
to alevel below a predefined threshold on the one hand and to
maintain the data quality and analysis potential and research
guestions on the other. Thisis a complex task that requires the
application and development of complex methods and, in our
particular case, the understanding of specific health population
data sets.

Data Release Types: Public Use Ver sus Scientific Use
Files

In line with lowering the barriers to data access, as encouraged
by funders[2], and in the interest of implementing sustainable
data sharing models, open data through the sharing of the
so-called public use files [31] would be a typical mechanism
for sharing HDSS data. Public use files require that a potential
user agrees to the terms of use and then get access to the data
without seeking approval from the data custodians. A reason
for thisisthe resource-€fficient publication and distribution of
data Once distributed, there is no need for further
labor-intensive steps, asis the case with remote execution and
remote access solutions. The next level up would be the
scientific use files [31]. This requires a potential user to go
through areview process by a data access team to confirm that
they are abonafide researcher from areputableingtitution. This
sharing demands that the custodians set aside staff time to
review data access applications, prepare the data for sharing,
customize the shared data to suit the request, and communicate
and supervise the researchers. These demands of staff time are
suboptimal as they will take staff away from their daily work
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and are rarely sufficiently funded in LMIC medical science
research projects.

Pseudoanonymization

In pseudoanonymization, a string—the exact name of a person
or any other direct identification feature (eg, socia security
number)—is replaced by a pseudonym, usually a 256-bit hash
code produced by a cryptography hash function from a salted
string [32,33]. The pseudoanonymization of the HDSS core
residency data on the iISHARE datarepository is performed in
a simplified manner. An ascending ID is assigned per person
instead of listing their names or identifiers used in the dynamic
HDSS databases. Note that as more data with complex
interrelationships are shared through platforms such as the
Implementation Network for Sharing Population Information
from Research Entities (INSPIRE) data, more elaborate
pseudoanonymization will become necessary. However,
pseudoanonymization does not solve the data protection problem
asit only prevents attacks on direct identifiers.

Identifying Key Variables—the Disclosure Scenario

Thekey question hereiswhat information does an attacker have
access to that they could match with the data to be released to
identify individual s? Before the key variables (al so often called
quasi-identifiers) are identified, a check is made to see what
other existing data a potential attacker could access and use to
link to the current data and identify individuals. Thisis called
the (archive) disclosure scenario [34]. Existing datamay include
census, voters' roll, population surveys, or administrative data
held by government departments and national statistical offices.
Inmost LMIC, not many datasets are availablefor broad access,
and hence, this should not be a major problem.

The biggest challenge may be that an attacker has additional
knowledge of some information pertaining to an individual in
the data being released. This is often called the nosy neighbor
scenario in the literature [34]. An attacker can potentially use
thisinformation to identify individuals.

In general, defining these scenarios requires input from subject
matter experts who work with the data being released and who
are also aware of other common data.

Anonymization Methods for Static and Status
Variables

Traditional anonymization of population data uses the concept
of unigueness. By combining several variables (quasi-identifiers
from the Identifying Key Variables—the Disclosure Scenario
section), anindividual can be uniquely identified inthe data. A
key is unique if its frequency is 1, and thus, only one person
has the combination of characteristics defined by the key. For
example, the key postcode 8404, citizenship Austria, sex male,
and age 45 are unique in a demographic population data set of
Switzerland. A commonly used concept for measuring
uniqueness and “amost uniques’ is k-anonymity. A dataset is
k-anonymous if each key (ie, combination of key variables)
belongs to at least k observations. An approach that aso
evaluates subsets of key variablesis called the special uniques
detection algorithm [35,36]. This approach alows for a more
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detailed analysis and evaluation of uniques in subsets of key
variables.

To achieve k-anonymity and low special uniques detection
algorithm scores, the first step typically involves use
case—specific recoding of the categorical key variables into
broader categories [6]. With recoding, the risk can be
significantly reduced. If someindividuals still have anincreased
risk and further recoding would lead to an excessive loss of
quality of data, local suppression is typically considered next
[6]. This suppresses certain values to guarantee, for example,
k-anonymity. The aim isto find specific patternsin categorical
key variables and replace these patterns with missing values.
(heuristic) optimization methods must be applied to find a
minimal suppression pattern [7].

If the number of categorical key variables is large or many of
these variables have many categories, the number of keysin a
data set is large, and many keys will be unique. In this case,
recoding and local suppression would significantly change the
data to achieve, for example, k-anonymity. Applying the
postrandomization method (PRAM) [37] to a subset of key
variables would be a good alternative to recoding and
suppressing all key variables. In the PRAM, values are
exchanged between the categories of a variable with certain
transition probabilities. An attacker can never be sure whether
avalueistrue or has been swapped.

Handling Static and Status Variables With Varying
Status of a Person Over Time

Cross-sectional data sets typically contain observations for a
singletime point, and the application of anonymization methods
isgenerally straightforward (eg, using the guidelines presented
by Templ et a [6]).

In the following paragraphs, the extension to longitudinal
information, in particular to status variables (eg, occupation or
education), for which the observed values (can) change over
time, is discussed. Table 1 shows the problem of using a toy
data set with 2 individuals in a simplified manner. It can be
easily seen that for person 1, both educational level and
occupational have improved over time. When only the baseline
status in 2010 is considered, both individuals share the same
level of education and occupation category; thus, they are not
unique in the data set. If only 2015 were considered, the 2
individuals would not be unique. If only the latest status of a
person is considered, both individuals would be unique in this
toy data set, considering the key variables of occupation and
education level. Moreover, if each statusis reported each year,
the 2 individuals would also be unique.

A number of alternative representations could be used to
anonymize the status variables, each of which has its own
advantages and disadvantages.

If only the initial status of a person is reported, the variable
would no longer be considered a status variable that changes
over time, which simplifies anonymization. The disadvantage
is that we can no longer see the progress, for example, in the
person’'s occupational and educational level over time.

https://publichealth.jmir.org/2022/9/e34472
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If only the first and last statuses of a person in a record are
reported, all eventsin between must either be del eted or replaced
by the first stage or the last status.

Another very strict alternative would be to delete the link of a
person from one year to the other; that is, for each person,
another ID is provided from one year to another. However, this
makes a longitudinal analysis difficult; thus, the data utility
would suffer significantly.

Postrandomization could be an option, athough the order and
consistency of educational and occupational levels are either
lost or biased to higher levels. For example, it makes no sense
to lower a person’s education level over time; therefore, with
realistic swapping probabilities in the PRAM, the education
level would randomly increase but never decrease.

Another approach would be to apply traditional anonymization
methods to patterns or subsets of the data, whereby individuals
with the same pattern of event occurrence are considered as a
subset to be anonymized. For example, the 2 individuals in
Table 1 do not have the same pattern as they have a different
number of events. This approach leads to a potentially large
oversuppression but reducesthe disclosurerisk heavily. Studies
aimed at analyzing the education and occupation of individuals
over time might be possible, especially when data analysts
impute the suppressed information.

Before deciding on one of these or even other alternative
approaches, one hasto think about the disclosure scenario. How
likely is it that an attacker can merge their database with the
anonymized data set provided to match and identify individual s?
How likely is anosy neighbor scenario and to what extent?

For an archive scenario, the following assumptions regarding
the attacker’s knowledge are made:

« Only the last status of education of a person is known to
the attacker, assuming that the attacker’s database is more
or less an up-to-date archive containing the current
educational level of a person used for matching. Here, it is
neglected that the attacker has access to the historical
sociodemographic status data of individuals.

« Only the last occupational status is known by an attacker,
provided that the attacker’s database is more or less an
up-to-date archive containing the current profession of a
person used for matching.

- The attacker has knowledge of the static variables of sex
and birth date.

« The attacker does not know the reason for in- and
out-migration but knows the birth date, the start date, and
the stop date.

For anosy neighbor scenario, the following assumptions about
the attacker’s knowledge are made:

- The(changing status) of the education of apersonisknown
to the attacker over time, assuming that the attacker has
individual knowledge of the historical development of the
educational and occupational levels of afew individuals.

- The attacker has knowledge of the static variables of sex
and birth date.
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«  Theattacker may know thereason for in- and out-migration
for certain individuals and the corresponding event time,
and they may have knowledge about the birth date of certain
individuals.

Asthedatago public as an open-access data set, anosy neighbor
scenario is possible and, thus, in focus. Therefore, we use the

Templ et al

approach in which only the first and last observed statuses of a
person are reported. Thisisasolution in which the changein a
person’s status is reported without their intermediate
improvements, whereas local suppression results in a low
number of suppressions as not all stages are reported.

Table 1. Toy data set supporting a simple explanation to the problem to deal with time-varying information on status variables.

Person ID (Event) year

Occupation

Education level

2010
2011
2012
2013
2014
2015
2016
2010
2015
2016

N NN R R R R R P
W W N DN W W W W NN

W W N W W N N DN DNMNDN

Handling Event History Dates

General Considerations

To prevent (exact) record linkage and closest distance—based
neighborhood matching, we suggest adding random noise to
the event dates. An adequate obvious choice is to add
approximately 100 days randomly. This prevents an attacker
from successfully applying record linkage and is likely to
prevent distance-based matching.

However, care must be taken to ensure that the order of events
ismaintained. For example, if a person has a birth date of May
15, 2009, and we hypothetically assume that this person
out-migrated on June 5, 2009, in-migrated on July 6, and died
on August 1, 2009, then a random noise of +40 or —40 to +60
or —60 days will completely upset the event order.

Thus, we need to modify the event data by adding or subtracting
a sufficient number of days so that the individual cannot be
identified, although the data utility and event order of the data
are retained. More specifically, the addition of noise must be
performed with thefollowing constraints: (1) the order of events
must be maintained; (2) the time span between events should
remain the same as much as possible, naturally fulfilled by
adding noise; (3) attacks with record linkage should not be
successful; and (4) the number of events per person should
remain unchanged.

This leads to a sequential approach that adds noise for each
person, event by event, under certain restrictions, explained in
more detail in the following paragraphs. Of course, the main
parameter—the level of noise—must be determined on a use
case and data set—specific basis.

https://publichealth.jmir.org/2022/9/e34472

Add Noise to One Event Date

For simplicity, equation 1 showsthe casefor 3 events, whereby
noiseisadded for 1 person for event 2. Figure 1 showsthis case
with 3 event datest;, t,, and t5, and the time span between events

land 2 (A,.1) and events 2 and 3 (Az.,).

It should be noted that extension to any number of events per
person is possible and straightforward to implement, although
the notation becomes more complicated.

With s, a Bernoulli random values[J{—1, 1} with P=.50 for
random addition or subtraction of the event date, and u~ U[ i
mad, Which controls the number of noise (in days), a new

(anonymized) event datet, is calculated using the following:

tz* :t2+u 'S, ifA2'1> max DA3’2> maxt2* :t2+u
81 S e 0852 > max ty =t,—u, if D1 > max
O30S ety Sto—U—(Bp1—1),if Byy > g O
Dgr S ma OMIN(Ag 4, Ago) =Dy,

ttu-s
bt+u

"= t-u
t-u-(A21—1)

This ensures that the event order is preserved for ty, t,, and t,.
Except for thefirst case, restrictionswere applied asthe distance
between event data was smaller than the specified minimum
noise range.

L if A2t > Emax A A3 2> Emax

i A2t < Emax A A3 2> Emax @
L if A21> €max A\ A32< €max

L if A2 > €max A A32< €max AMin(Az1, Azp) = A2

An alternative noise addition method is to draw u ~ N(y, 62
and round it to the next integer value.
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Figure 1. Schematic overview of 3 event history dates for one person and corresponding time span between the events.

event 1 event 2

event 3

~ ™ ~

Add Noise Sequentially Event by Event

The extension of equation 1 to all events of apersonisachieved
by the sequential application of noise to each event of a person.
First, al recorded data of one person are stored, and the number
of events of thisindividual, as well as the distance between all
events, are recorded. For the first event, date t; noise is either

randomly subtracted or added; more precisely, it is subtracted
without any restrictions and added less than the distance to the
second event. Subsequently, for all other eventsrecorded, inan
additional loop considering one event date at the time, noiseis
added, as described above (equation 1) according to apredefined
noise level (see Disclosure Risk and Data Utility section for
further discussion on the level of noise). Therefore, first, for t;,

noise is added leading to t,", and then, noise is added to t,,

considering possible restrictions from t; and t;” to not change
the event order. Subsequently, noise is added to t; considering

t, and t,,..., until the last event date. Using this sequential
approach, preservation of the event order is guaranteed.

Restrictions may occur if 3 consecutive events are very close
to each other. If the maximal noise of the respective noise level
is larger than the difference between t,” and t; and t; and t,, it
proceeds as follows. If the minimum of the event difference
min(A,.1,A3.,) islarger than the predefined minimum noise, then
take minimum=minimum noise and maximum noise=A,.; and
A, respectively, and sample at random. If the minimum of
event difference min(A,.1;,A3.,) is smaller than the minimum
noise, then sample from a univariate distribution U(0; A,.);
samewith Ag., in the respective sampling direction as maximum
or minimum noise. In the case of normal distribution while
(noise < A, L noise > Ag,), draw a new vaue from N(u=0;
0=50) until avalid noise is obtained.

Furthermore, we would like to briefly point out that it is
necessary to consider the special data structure. It has already
been mentioned that the event history dates cannot ideally be
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represented in columns, asthere are different numbers of events
and different events per person. Therefore, a separate row for
each event in the data set is used to store the event code and
datefor aperson; that is, individuals are represented in multiple
rows. If a person was born within the observation period, he or
she has an additional entry as an event in addition to the actual
date of birth. Thus, if no birth date is registered under event
dates, as the individual was born before data collection, then
only one number is randomly added to the date of birth of a
person in all rows of this person. If birth is also represented as
event date information, the same noise (used to noise the event
date on birth) hasto be taken asfor the column holding the birth
date of the person; that is, the information on birth date and the
event birth date is linked and must be considered adequately
and consistently.

In the Results section, the noise level chosen for the HDSS core
dataset is presented, and further insightsinto the choice of noise
level are provided.

Putting It All Together

The event data are particularly important as they are numerical
information that can be used for record linkage if the attacker
has a database of exact event data. However, an attacker might
only know the year of birth and death and then use this
information for matching. In addition to the event history dates,
variables with varying statuses over time must also be
considered. Therefore, the changes in education and
occupational levels are limited by indicating only the first and
last status (Textbox 1).

For certain studies, for example, on fertility by educational level,
the full history of event dates and changes in the educational
level is needed. This is aso true for various studies on the
occupational level of individuals over time (eg, answering the
question of whether well-educated individuals change their
occupational levels quicker). In this case, the entire history of
event data might be needed, and the previous procedure has to
be adapted, in this case, for example, by anonymizing the
patterns, as outlined previously.
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Textbox 1. Steps of putting it together.

Step 1

« Add random noise to event dates for each person sequentially, as described in the Handling Event History Dates section. This prevents record
linkage and nearest-neighbor matching with an external database containing exact event dates and preserves the order of events.

Step 2

« Aggregate data (ie, from long to wide representation, where each line represents a person) so that each row contains the information of a person
for the static variables (such as sex and birth date), first and latest education, and first and latest occupation and build new variables containing
the year of birth, year of death, and number of events of a person.

Step 3

o  Perform k-anonymity using local suppression using the implemented methods in sdcMicro [7] using the variables mentioned in step 2 to avoid
uniques and prevent successful matching. If the year of the earliest or latest event or the year of birth is suppressed, the noised year and noised
event date should & so be suppressed. It should be noted that this was hardly the case as the importance was set such that the year of birth, year
of death, and number of events of a person are the most important variables; thus, the suppression algorithm uses the remaining variables to make

local suppressions.

Step 4

«  Disaggregate the anonymized aggregated data (from wide to long representation, where each line represents an event). The data set now includes
only the anonymized information on sex and the earliest and latest occupational and educational codes of a person.

Estimation of the Disclosure Risk

The theory for estimating disclosure risk in a cross-sectional
data set is well implemented, for example, in the R package
sdcMicro[6,7]. Infact, for survey sample data, the approach of
Franconi et a [38] or, for example, Skinner et al [27,39] can be
used, or, for population data, the concepts of k-anonymity
[40,41] or sample uniqueness[35,36]. Weintroduce an extension
of this theory that provides a practica tool for quantifying
disclosurerisk for event history data.

Typicaly in anonymization, methods differ when continuous
or categorical information is anonymized [6]. In addition, we
distinguish between 2 scenarios—the matching of event dates
(continuous measurements) and an attack on categorical key
variables.

Event data are considered continuous measurements as there
are multiple records for each person on atime scale.

Ask-anonymity isalready ensured (step 3) and population data
are used, there is no need to quantify the disclosure risk for
categorical key variables.

For continuous event dates, a neighborhood distance-based
approach is proposed. Neighborhood matching, as introduced
here and further introduced and applied in the Results section,
assumes that the attacker has a database with exact event dates,
which represents a worst-case scenario. For each individual in
the anonymized data set, the nearest 3individualsin theoriginal
nonanonymized data are determined by using Euclidean
distances between event dates in the original and anonymized
files. This is performed with replacement, meaning that the
nearest neighbors are available to match for another individual
inthe dataset. In case 1 of the 3 nearest neighborsisthe correct
match, we identify this observation to be of high risk. The
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number of risky observations is reported. The Results section
shows the specific settings for our application.

Results

Anonymization of theKaronga HDSS Cor e Residency
Data Set

First, it should be noted that the data set obviously cannot be
spread into columns of events as migration and other event
codes have possibly >1 entry, and the number of events differs
between individuals. This makes it difficult to anonymize the
data as the individuals have different events and different
numbers of the same events at different times.

The key (identifying) variables are listed in Table 2.

Experimentswith the HDSS core residency data set have shown
that an additional identifying variable, the ID of the mother of
achild, ID of the father and of the household, and the reason
for in-migration and out-migration (reasons are marriage,
divorce, start or end of work or education, and others) could
potentially enlarge possible matches to approximately 10% of
the origina possible matches or individuas. Polygamy
identifiers are not considered in this study. The usua approach
for handling cluster information (eg, personsin households) for
risk estimation of (enlarged) risk is, for example, described in
Templ et a [6] and implemented in sdcMicro under the term
of hierarchical risk estimation. However, as no further household
information is available in this data set, this approach can be
neglected. Thisis because household information can be used
to identify individuals more easily; however, such additional
household information is not available in our data set.

Other socioeconomic or sensible variables (eg, heath status)
were not included in the open-access data set.
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Table 2. Key (identifying) variables of the health and demographic surveillance system core residency data set.

Key variable Kind

Biological sex Static variable
Year of birth Static variable
Year of death Static variable
Exact event date Core event date®
Education Status variable
Occupation Status variable
Number of events per person Static variable

8Contains dates at which the observed core events occurred (birth, death, in-migration, or out-migration).

Anonymization of Event Dates (DetailsRelated to Step
1)

According to the random principle, a drawn number of daysis
randomly added to or subtracted from the event dates of birth,
death, in-migration, and out-migration (equation 1; Add Noise
to One Event Date section).

Four levels of noise were considered. In 3 scenarios, integer
numbers (noise in days denoted by €) for each event of aperson
(with E being the number of events of a person) were drawn
with equal probability from thefollowing interval s—depending
on the noise level. In addition, afourth scenario with normally
distributed random noise is considered:

1. Noiselevel 1: €,,=46; €1,5=62
2. Noiselevel 2: £, =76; €715=93
3. Noiselevel 3: &,,=106; £,,,,=124
4. Noiselevel 4: u~ N(u=0; 0=50)

Asdescribed previously, random noise is added sequentially to
the birth date, in-migration and out-migration dates, and death
date to prevent record linkage and nearest-neighbor matching,
with an external database containing exact event dates and
information on sex, number of events, year of birth, year of
death, occupational status, and educational level.

Anonymization of Static and Status Key Variables
(Detailsto Steps2to 3)

To prevent successful matching, we achieved 3-anonymity
through global recoding and local suppression using the heuristic
implemented in the R package sdcMicro [6,7].

New variables are built for the year of birth, year of death, and
year of the first change of educational and occupationa status
and used as key variables along with the sex of a person and
the number of events of a person. Intermediate changes in
educational and occupational levels are dropped. K-anonymity
is then achieved by local suppression using the implemented
methods in sdcMicro [7]. If the year of the latest event or the
year of birth is suppressed, the noised year and noised event
date are also suppressed. The number of events and the year of
birth and death are set to the highest importance so that the
implemented (weighted) local suppression algorithm in Templ
et a [7] likely does not include missing valuesin these variables.
Note that one suppression in a variable with high importance

https://publichealth.jmir.org/2022/9/e34472

would increase the loss (function) in utility for >1 suppression
in a variable with low importance (see Templ et al [7] for
details).

After event date anonymization and status variable
anonymization, the data are again matched to transform them
into their original shape.

Disclosure Risk

To assess whether a data set was successfully anonymized, we
quantified the disclosurerisk. It must be reported only for event
dates as, for the categorical key variables, k-anonymity is
achieved, which satisfies our need to prevent successful
matching.

The disclosure risk is calculated by matching each individual
of the raw data set with the 3 nearest neighbors of the
anonymized data with replacement using distance-based
matching. In addition, anindividual is matched with individuals
who are born, died, or migrated within plus minus the same
year as the true match, respectively, having the same (final)
education, the same (final) occupation, and the same sex. If an
individual hasamissing valuefor one of these variables because
of local suppression, that person is still considered a possible
match if the rest of the variables meet the requirement.

If thematch is correct, we assumethat the attack was successful,
and anindividual can bereidentified. Thismeansthat if aperson
is in 3 of the nearest distances, we consider it unsafe.
False-positive matches are not taken into account.

Table 3 reports the absolute and relative disclosure risk (in
percentage) of the anonymized Karonga data set for al 4
scenarios, considering only individual s as possible matcheswho
were born or had died or migrated in the range of +1 or —1 year
of the date of birth, death, or migration, respectively, of thereal
match. We can observe that the risk is very low and that an
attacker can hardly reidentify individuals. Note that the
disclosure risk is aready based on a worst-case scenario with
3 neighbors and by assuming the attacker uses the original
nonanonymized data for matching. The low risk can aso be
explained by the fact that we choose €,,, to be relatively large;
for example, for noise level 1 it is 46, meaning that for each
event, the date is changed within at least 46 days. However, for
death and birth, the risk increases as death is more unique than
any of the other variables. The highest risk is connected with
normal hoise.
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The computation time for neighborhood-based risk
measurement, as proposed here, ishigh, and an implementation
that uses parallel computing is preferable. Currently, the
anonymization runs for 4 hours on a single-core Intel (R) Core

Templ et al

i7-6700HQ central processing unit (CPU) with 2.60 GHz, and
8 days are spent for the risk assessment on all 4 noise levelson
the HDSS core residency dataset using 32 CPUs, Intel Xeon(R)
Gold 5218 CPU with 2.30 GHz.

Table 3. Counts on successfully matched individuals and relative disclosure risk (in percentage; number of risky individuals divided by the number of
individuals times 100) of the anonymized Karonga data set for all 4 levels of noises based on the matching scenario.

Scenario Birth (number of successful - Death (number of successful |\ G2 (number of successful  OMGP (number of success-
matches) matches) matches) ful matches)
Absoluterisk
U(46;62) 1669 177 220 394
U(76;93) 1452 154 222 388
U(106;124) 1271 151 178 383
N(i=0; 0=50) 1513 619 197 242
Relativerisk (%)
U(46;62) 2.3 5.0 05 0.8
U(76;93) 2.0 4.3 0.5 0.8
U(106;124) 17 42 0.4 0.8
N(u=0; 6=50) 21 17.3 04 05

AMG: in-migration.
boMG: out-migration.

Utility

Utility measures specialized in a particular field should always
be preferred to general measures ([42]; eg, as implemented in
sdcMicro). To check the datautility after anonymization, visual
comparisons of the original nonanonymized and anonymized
data sets, as well as chi-sguare tests comparing contingency
tables obtained from original and anonymized data, are shown.

Figure 2 shows the distribution of the date of birth from the
original dataand the noised data sets. The original data show a
heaping in 1925, 1937, and 1945, which is still visible in the
modified versions of the data set. Thisis not surprising as the
noise was not too large.

The 2 midyear population pyramids for 2005 and 2015 are
depicted in Figure 3. We distinguish between the population
pyramidsfor the original nonanonymized dataand anonymized
data with noise levels of 1 to 4. Almost no differences were
observed.

We do not explicitly show further graphs on the distribution of
the date of death, in-migration, and out-migration, astheresults
are very similar to the previous figures; that is, there are no
significant differences in the distributions.

Table 4 shows summary statistics of the time span between
in-migration and subsequent out-migration of individuals. It
shows only minimal differences; that is, all statistics are well
preserved. The best results are obtained with noise scenario 4
(normal distributed noise). The results for out- to in-migration
are comparable, except for thetime between out- to in-migration.
This can be shown in more details by a visualization.

https://publichealth.jmir.org/2022/9/e34472

Figure 4 visualizes this time span between in-migration and
subsequent out-migration, aswell as between out-migration and
in-migration by box plots. The x-axis is presented on a log;g
scaleto better see minimal differencesin the distribution of the
time span between the original nonanonymized data and the
anonymized data (almost no differences can be seen in the
original scale). Almost no differences were found in the time
span for in-migration to out-migration.

For the number of days between the out-migration and
in-migration of a person, the worst results were obtained by
scenario 4 (normal distributed noise). The reason for this
difference between in- and out-migration is that people tend to
return after out-migration much earlier than they leave the place
after in-migration. Normal noise tends to increase the number
of days of consecutive events if the events are close together.

Table 5 presents the results of the statistical test. The
cross-tabulation for age classxevent codexsexxevent time
category (2000-2004, 2005-2009, 2010-2014, and 2015-2020)
was calculated from the original nonanonymized data and for
the anonymized data. The corresponding cell counts were
compared with each other by using achi-squaretest. Theresults
of the chi-square tests (Table 5) showed that the null hypothesis
of equality of anonymized and original data can never be
rejected.

Naturally, the differences between original and anonymization
increase with an increasing level of noise, as can be seenin all
the presented tables and visualizations of data utility. The best
utility was achieved by adding normal noise (Table 5). However,
even with noise level 3, the structure iswell preserved, and the
data utility is very high for al 4 noise levels investigated.
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For the anonymization of the status variables on education and
occupation, including sex, number of events of a person, year
of birth, and year of death, a few values were suppressed to
achieve 3-anonymity (Table 6). The highest number of
suppressions is present in variable end education (last
educational status of a person), with approximately 0.64%
(3735/583,480) suppression. Overall, 0.14% (808/583,480) of
values were suppressed.

Templ et a

For the static and status variables, one of the most important
information might bethelast status of occupation and education.
Figure 5 showsthe frequencies of the corresponding contingency
tables. The differences were minimal and not detectable by
visual comparison. This is even more true for the other
tabulations.

Figure 2. Distribution of the date of birth of the original data set and for the anonymized data set according to noiselevels 1, 2, 3, and 4.
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Figure 3. Population pyramids for 2005 and 2015 midyear population and age structure of the original and anonymized data according to noise levels
1, 2, 3, and 4 for men (l€ft bars) and women (right bars).
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Table4. Summary statistics for the number of days between in-migration and subsequent out-migration of a person for noise levels 1 to 4.

Scenario Values (minimum-maximum) Values, mean (SD) <100 days (%)
(0;0) (original) (0-5909) 862.05 (714) 2.2
U(46;62) (0-5805) 846.67 (716) 34
U(76,93) (0-5832) 839.25 (717) 4.4
U(106;124) (0-5906) 831.30 (720) 55
N(1=0; 0=50) (0-5859) 862.58 (716) 2.9

Figure4. Time span (in log10 scale) between in-migration and subsequent out-migration and out-migration to subsequent in-migration of the original
data set and for the anonymized data sets by noiselevels 1, 2, 3, and 4. Regarding in-migration to out-migration and out-migration to in-migration only
individuals who in- or out-migrate, respectively, are considered.
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Table 5. Comparison of 4-dimensional contingency tables of the anonymized and original data using a chi-square test.

Statistics U(46;62) U(76;93) U(106;124) N(1=0; 6=50)
Test statistic 46.08 73.58 121.39 37.52
Critical value 237.24 237.24 237.24 237.24
P value .99 .99 .99 .99
Table 6. Percentage of suppressions per variable and total number of suppressions per variable.
Suppression Sex Base education Base occupation End education  End occupation  Number of Year of Year of
events birth death
Suppressions (%) ~ 0.03  0.22 0.07 0.64 0.13 0.02 0 0
Total suppressions 23 160 53 465 9 13 0 0

Figure5. Relative frequencies of the latest educational and latest occupationa status of individuals for the original and the anonymized data set.
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Discussion

Principal Findings

Providing open data (public use files) is a typical mechanism
for HDSS data sharing, which is consistent with the funders
[2] call for lowering barriers to data access and in the interest
of implementing sustainable data sharing models. However,
more stringent anonymization is required than that for
access-restricted and contracted files used for scientific
purposes.

Anonymizing HDSS data is challenging, and no easy-to-apply
solutionsare avail able. The details matter to ensure consistency
or credibility, and context knowledge is key for successful
implementation. The presented approach is novel in severa
respects. This is the first time that a systematic approach has
been adopted to determine the anonymization requirements for
residency data from LMIC HDSS studies or for any other
longitudinal data generated in these seftings. Previously,
anonymization of HDSS datawas performed on an ad hoc basis.
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We grouped the variablesinto static, status (time-varying), and

core event—specific variables and tackled the anonymization
relating to the variablesin each of these groupings.

We achieved an anonymized data set with very low disclosure
risk and high utility, ready for sharing as a public use datafile.

Using distance-based neighborhood matching, we simulated an
attack under anosy neighbor situation and using the worst-case
scenario, where attackers have full information on the original
data. We showed that the risk of disclosure is very low, even
when assuming the worst-case scenario.

We explicitly defined a procedure for anonymizing core event
dates as a maor pat of the HDSS event history data
anonymization. Different levels of noise addition to the event
history dates were evaluated for disclosurerisk and data utility.
It was found that high utility was maintained, even with the
highest level of noise. The basic properties of the event data
such as order, time span, and number of events were preserved
compared with the original data. As can be seen from the
application and anonymization of event history dates, it islikely
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that the noise level and the loss of data utility will balance each
other. Thus, a medium level of noise may be recommended to
preserve the properties and usefulness of the data. In addition,
the preservation of thetimeintervals between eventsisimportant
for the successful implementation of thisanonymization method.
If the interval is too small, the added noise will is also
automatically reduced by the algorithm.

Furthermore, our work explores the extent to which methods
or tools such as sdcMicro can be used and for which aspects of
longitudinal data. The guides for these tools focus on
cross-sectional data and thus do not naturally lend themselves
to the anonymization of multiple records per individual, which
is the case in the Karonga HDSS core residency data that we
used. In thisregard, we transformed the time-varying variables
of education level and occupation, year of death, year of birth,
and the number of eventsfor an individual before feeding them
into the sdcMicro R package. The transformation involved
limiting the number of transitions an individual had in the
time-varying variables over time. This strategy preserves the
data utility well, albeit providing fewer detailsthan the original
data

TheHDSS and medical scienceresearch communitiesinLMIC
settings will be the primary beneficiaries of the results and
methods presented in this paper; however, the results will be
useful for anyone working on anonymizing longitudinal data
sets, possibly including time-varying information and event
history datawith time-varying variablesfor purposes of sharing.
If more sensitive variables such asmedical conditionsare added,
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I-diversity should also be checked. Alternatively, the PRAM
[37] should be applied to medical conditions.

Future Work

The proposed approach of combining the range of values for
the status variables into a baseline value and a final value may
not be optimal for some analyses. Thisis one of the realities of
data anonymization; it almost always results in data of lower
utility than the original data. Further work isrequired to explore
aternative handling of the status variables to determine the
optimal handling of thetransitionsin thetime-varying variables.

The disclosure risk is calculated based on 3 nearest-neighbor
distance-based matchings. This matching strategy is already
quite complex, with some constraints described previously, as
well as dealing with missing values. However, other matching
strategies might be possible, and speciaized record linkage
software [43] might also be considered.

Further work is also required to determine the right amount of
offset for the core event dates. To determine this, it might be
important to gather data from the participants to estimate what
it would take to sufficiently offset the dates so that the potential
nosy neighbors are unable to make guesses even in caseswhere
events such asin-migration are rare.

Of course, not all data sets might have exactly the same structure
as the HDSS residency data set used here. Other longitudinal
data setsfrom HDSS settings, such as those generated from the
observation of tuberculosis episodes or sexua partnership
episodes, may contain features not fully catered for by our
approach here. These issues need to be explored further.
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